Abstract-In this paper, an image accreditation technique by embedding digital watermarks in images is proposed. The proposed method for the digital watermarking is based on the wavelet transform. This is unlike most previous work, which used a random number of a sequence of bits as a watermark and where the watermark can only be detected by comparing an experimental threshold value to determine whether a sequence of random signals is the watermark. The proposed approach embeds a watermark with visual recognizable patterns, such as binary, gray, or color image in images by modifying the frequency part of the images. In the proposed approach, an original image is decomposed into wavelet coefficients. Then, multi-energy watermarking scheme based on the qualified significant wavelet tree (QSWT) is used to achieve the robustness of the watermarking. Unlike other watermarking techniques that use a single casting energy, QSWT adopts adaptive casting energy in different resolutions. The performance of the proposed watermarking is robust to a variety of signal distortions, such as JPEG, image cropping, sharpening, median filtering, and incorporating attacks.
I. INTRODUCTION
T HE success of the Internet allows for the prevalent distribution of multimedia data in an effortless manner. Due to the open environment of Internet downloading, copyright protection introduces a new set of challenging problems regarding security and illegal distribution of privately owned images. One potential solution for declaring the ownership of the images is to use watermarks. Watermarking is a technique for labeling digital pictures by hiding secret information in the images. The studying key point is that the embed information can neither be removed nor decoded without the required secret keys.
Indeed, there are a number of desirable characteristics that a watermarking technique should exhibit. That is, a watermarking technique should at least respect the following requirements. 1) Readability: A watermark should convey as much information as possible. A watermark should be statistically undetectable. Moreover, retrieval of the digital watermark can be used to identify the ownership and copyright unambiguously. 2) Security: A watermark should be secret and must be undetectable by an unauthorized user in general. A watermark should only be accessible by authorized parties. This requirement is regarded as a security and the watermark is usually achieved by the use of cryptographic keys. As information security techniques, the details of a digital watermark algorithm must be published to everyone. The owner of the intellectual property image is the only one who holds the private secret keys. 3) Imperceptibility: One of the main requirements for watermarking is the perceptual transparency. The digital watermark should not be noticeable to the viewer. The data-embedding process should not introduce any perceptible artifacts into the original image and not degrade the perceived quality of the image. 4) Robustness: The digital watermark is still present in the image after attacks and can be detected by the watermark detector, especially on the attacks from compression. Possible attacks include linear or nonlinear filtering, image enhancements, requantization, resizing, and image compression. Several digital watermarking algorithms have been proposed with different contributions [1] - [15] . Roughly speaking, these contributions can be categorized according to their casting/processing domain, signal type of the watermark, and hiding position. Two processing-domain categories, the spatial-domain and the frequency-domain watermarking, have been proposed. The earlier watermarking techniques are almost spatial-based approaches; the simplest example is to embed the watermark in the least significant bits (LSBs) of image pixels [1] . A variety of improvements were proposed against image compression and filtering [2] - [6] . However, these techniques still have relative low-bit capacity and are not resistant enough to lossy image compression and other image processing. For example, a simple image cropping operation may eliminate the watermark.
In contrast to the spatial-domain-based watermarking, frequency-domain-based techniques can embed more bits of watermark and are more robust to attack; thus, they are more attractive than the spatial-domain-based methods. Cox et al. [7] used the spread spectrum communication for multimedia watermarking. They embedded a set of independent and identical distributed sequences drawn from a Gaussian distribution into the perceptually most significant frequency components of an image. Hsu and Wu [9] embedded the watermarks with visu-0278-0046/01$10.00 © 2001 IEEE Fig. 1 . DWT decomposition of an image. Note that the arrow points from the parent subband to its children subband. The lowest frequency subband is at the top left and the highest frequency subband is at the bottom right. A wavelet tree consisting of all descendants of a single coefficient in the subband LH3 is also given.
ally recognizable patterns in the images. The embedding positions were selectively modifying the middle frequency of DCT of the images. The embedding and extracting methods of the DCT-based approach have been described [9] , [18] , [21] . On the other hand, several methods [10] - [13] , [17] , [19] , [20] , [22] , [24] , [25] used the discrete wavelet transform (DWT) to hide data to the frequency domain to provide extra robustness against attacks. One famous wavelet image/video coding, embedded zerotree wavelet (EZW) coding [16] , has the potential to play an important role in upcoming image/video compression standards, such as JPEG2000 and MPEG4 due to its excellent performance in compression.
In most previously proposed wavelet-based watermarking techniques [7] , [10] - [12] , [17] - [21] , the watermark is a random sequence of bits, and can only be detected by employing detection theory. Detection involves retrieving the watermark by subtracting the original image from the watermarked image. Therefore, an experimental threshold value is chosen and compared to a sharp peak in the cross-correlation coefficient to determine whether the image is watermarked.
In this paper, we propose a wavelet-based watermarking approach by adding visually recognizable images to the large coefficients at the high and middle frequency bands of the DWT of an image. The proposed approach has the following advantages: 1) the extracted watermark is visually recognizable to claim one's ownership; 2) the approach is hierarchical and has multiresolution characteristics; 3) the embedded watermark is hard to detect by human visual perceptivity; and 3) the approach matches the upcoming image/video compression standards. Our experimental results show that the proposed watermarking approach is very robust to image compression and complicated image distortions.
The remaining sections of this paper are organized as follows. Watermarking in the DWT domain is described in Section II. Section III describes the watermark embedding approach and the extraction method. In Section IV, the experimental results are shown. The conclusions of our study are stated in Section V.
II. PRELIMINARIES
In this section, we first give a brief review of the wavelet representation of an image. We further outline qualified significant wavelet tree (QSWT) which is based on the definition of EZW [16] .
A. Wavelet Transform of Images
The wavelet transform is identical to a hierarchical subband system, where the subbands are logarithmically spaced in frequency. The basic idea of the DWT for a two-dimensional image is described as follows. An image is first decomposed into four parts of high, middle, and low frequencies (i.e., LL1, HL1, LH1, HH1 subbands) by critically subsampling horizontal and vertical channels using subband filters. The subbands labeled HL1, LH1, and HH1 represent the finest scale wavelet coefficients. To obtain the next coarser scaled wavelet coefficients, the subband LL1 is further decomposed and critically subsampled. This process is repeated several times, which is determined by the application at hand. An example of an image being decomposed into ten subbands for three levels is shown in Fig. 1 . Each level has various bands information such as low-low, low-high, high-low, and high-high frequency bands.
Furthermore, from these DWT coefficients, the original image can be reconstructed. This reconstruction process is called the inverse DWT (IDWT). If represents an image, the DWT and IDWT for can be similarly defined by implementing the DWT and IDWT on each dimension and separately. An original 512 512 Lena image and its DWT decomposition are shown in Fig. 2 . 
B. QSWT
In this section, coefficients with local information in the subbands are chosen as the target coefficients to be cast. The coefficients selection approach is based on the QSWT. QSWT is derived from EZW, and the basic definitions are given as follows.
A parent-child relationship can be defined between wavelet coefficients at different scales corresponding to the same location. Excepting the highest frequency subbands (i.e., HL1, LH1, and HH1), every coefficient at a given scale can be related to a set of coefficients at the next finer scale of similar orientation. The coefficient at the coarse scale is called the parent, and all coefficients corresponding to the same spatial location at the next finer scale of similar orientation are called children. For a given parent, the set of all coefficients at all finer scales of similar orientation corresponding to the same location are called descendants. A wavelet tree that descending from a coefficient in the subband LH3 is shown in Fig. 1 .
, where is a subband labeled
HL LH HH
, and . Shapiro [16] represented the EZW algorithm for image compression using the zerotree of wavelet coefficients. The zerotree is defined as follows. Given an amplitude threshold value , if a wavelet coefficient satisfies , then the is said to be insignificant over a given threshold value . If a coefficient and all of its descendants are insignificant over , then we call the set of these wavelet coefficients zerotree for the threshold value . An element of a zerotree for threshold value is a zerotree root if it is not the descendant of a previously found zerotree root for the threshold value .
The zerotree is based on the hypothesis that if a wavelet coefficient at a coarse scale is insignificant with respect to a given threshold value , then all wavelet coefficients of the same orientation in the same spatial location at finer scales are likely to be insignificant with respect to [16] .
Definition 2: If a wavelet coefficient at the coarsest scale and its descendants satisfy for a given threshold , then they are called wavelet zerotrees, where . Definition 3: If a wavelet coefficient at the coarsest scale satisfy for a given threshold , then is called a significant coefficient [16] . Definition 4: If a wavelet coefficient at the coarsest scale is a parent of , where is a subband labeled HL LH HH , satisfy for a given threshold , then and its children are called a QSWT. 
III. WATERMARKING IN THE DWT DOMAIN
The proposed embedded digital watermarking can hide visually recognizable patterns in images. The goal of digital watermarking is invisible to human eyes but also robust under different attacks. In the proposed method, watermarks are redundantly embedded in the host image by modifying them in the location of QSWT coefficients.
Note that we construct a QSWT for one of three pairs of subbands (LH3, LH2), (HL3, HL2), and (HH3, HH2) . The visually recognizable watermark is the image of binary, gray image, or color image. Watermarking in the DWT domain includes two parts: embedding and extracting.
A. Watermark Embedding Method
The algorithm to embed a watermark in the host image is shown at the bottom of the next page.
The encoding method is illustrated in Fig. 3 .
B. Watermark Extracting Method
On the other hand, the watermarks are detected by using the embedded position and scaling parameter after the wavelet decomposition of the watermarked image and the original image, as follows. 
TABLE I EXTRACTED WATERMARKS FROM FIG. 5(d) AND (e) ARE VISUALLY RECOGNIZABLE
Step 1) We first decompose a watermarked image and the original image with DWT into three levels of ten subbands, respectively,
DWT DWT
Step 2) We subtract the same index of coefficients of subband LH3 (or LH2) of by the coefficients of subband LH3 (or LH2) of for the length of watermark. Then, we average and scale down the watermarks
For to
Averaging and scaling down the watermarks
Step 3) After arranging the index of watermarks, we have the extracted watermarks . Step 4) In our scheme, the extracted watermarks are a visually recognizable image. However, the subjective measurement is dependent on factors such as views. Therefore, we measure the similarity of original watermarks and extracted watermarks by the standard correlation coefficient as correlation Fig. 4 illustrates the procedure for extracting the watermarks. Fig. 5 , where Lena is used as the test image, a binary image with "NCU CSIE" characters, and pepper is used as the watermark. Table I shows the extracting results from Fig. 5(d) and (e) without any attacks using the proposed method. Table II shows the extracted results from a JPEG-compressed version of the watermarked images with compression ratio 4.76, 9.58, 13.3, 18.3, and 26.2. The quality of watermarked images is still in a good situation, even under the high compression ratio. The extracted watermarks and the original watermarks are of high correlation. In the proposed method, the error rate of the
IV. EXPERIMENTAL RESULTS

An example of embedding results is shown in
A. On the Robustness Against JPEG Lossy Compression
Step 1: In the embedding part, we first decompose an image into three levels with ten subbands of a pyramid structure as shown in Fig. 2 is a gray level of digital watermark, is a scaling parameter, and is a coefficient of LH3 subband of watermarked image. Scaling parameter is to alter to alter the perceptual quality of the host image. A large means that one can perceptually get away with altering by a large factor without degrading the host image. , where .
Step 6: Save the embedded position, subband label, then, we take the two-dimensional IDWT of the modified DWT coefficients and the unchanged DWT coefficients to form watermarked image. 
B. On the Robustness Against Image Procession Operation
Sharpen operations are used to enhance the subjective quality. Table III shows the extracted results of applying an enhanced operation to a watermarked image. The extracted results are highly similar to the original watermark.
Smoothing operations such as median filter are used to decrease spurious effects that may be present in images from a poor transmission channel. Table III shows the extracted results of applying a median filter to a watermarked image. The extracted watermark is still visually recognizable.
C. On the Robustness Against JPEG Lossy Compression and Mixed Image Processing
Sharpen and blur operations are used on a watermarked image. Table IV shows that the watermarked image still maintains good quality, and the peak signal-to-noise ratio (PSNR) value of the watermarked image is 35.6. The extracted results are still highly similar to the original watermark. The PSNR is defined as where is the mean-square error between a watermarked (or an attacked watermarked) image and its original image.
Table IV also shows the extracted results of applying a median filter and sharpen image operations to a watermarked image under the JPEG compression ratio 18.3; the extracted watermark is still visually recognizable. 
D. On the Robustness Compared to Other Approaches
As mentioned in Section I, in most previous wavelet-based approaches, for example, [7] , [10] - [12] , and [17] - [21] , the watermark is a random sequence of bits, and can only be detected by employing the detection theory. Such kinds of patterns are less intuitive for representing an organization's logo. The proposed approach is a wavelet-based watermarking scheme by adding visually recognizable image to the large coefficients at the high and middle frequency bands of the DWT of an image. Hsu and Wu [13] embedded a visually recognizable watermark into an image using DWT. Their embedding approach is that both the watermark and the host image are composed of multiresolution representation with different structures and decompressed watermarks of different resolution embedded into the corresponding resolution of decomposed images. The measurement of the similarity of original watermarks and extracted watermarks used in [13] is the normalized correlation (NC) coefficient, defined as
Normalized correlation NC
The PSNR of the watermarked image in [13] is equal to 44 dBs and the NC value is equal to 0.7 at JPEG compression ratio 16. With the proposed method, the PSNR of the watermarked image is equal to 45.1 dBs and the NC value is greater than 0.99 at JPEG attack with compression ratio 26.2. Table V shows several measured results of the proposed method using NC criterion.
Additionally, some papers were gathered to compare the proposed watermarking approach. Inoue et al. [15] classifies wavelet coefficients as insignificant and significant by using an EZW. In their first method, information data are embedded as a watermark in the location of insignificant coefficients. Error rate is equal to 9.9% under JPEG compression with compression ratio 23. In their second method, information data were embedded by thresholding and modifying significant coefficients at a coarser scale in a perceptually important spectral component of image signals. Error rate is equal to 6.6% under JPEG compression with compression ratio 23. Tsai et al. [22] incorporates wavelet and spatial transformation for digital watermarking. This algorithm utilizes the wavelet multiresolution structure to construct the image frequency component and the chaotic transformation as two-dimensional integer vector generators for spatial transform to select the location during the watermark embedding. Error rate is equal to 5% under JPEG compression with compression ratio 14, and growing to 25% under compression ratio 23 [23] , while in the proposed method, error rate is equal to 3.13% under JPEG compression with compression ratio 26.2.
V. CONCLUSION
This paper has presented a new technique for embedding a visually recognizable watermark into the image based on the QSWT. The embedding and extracting methods of the DWTbased approach have been described. In the proposed method, the embedding schema takes the relationships of DWT coefficients and spatial information into consideration, and the desirable characteristics of a watermark could be exhibited. The experimental results show that the proposed method provides extra robustness against JPEG compression, image procession operation, and even compound attacks.
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